
 July 2021 
 

 

 

 

 

Page 1 | 8 

 

Privacy Statement for Passengers 
(www.htm.nl and HTM apps) 

 

 Privacy 
 

HTM and your personal data  
 
HTM always takes care of personal data and keeps it secure. We process data that people themselves 
enter in online forms, for example when applying for an annual season ticket, asking questions, submitting 
complaints or claims, or to do with lost or found property. We also use camera images to make sure our 
trams, buses and tram and bus stops are safe.  
In this privacy statement, we explain how we process personal data and what we use the data for.  
The key principle is that HTM obeys the General Data Protection Regulation (GDPR) and its 
implementation act, the Police Data Act, and the Passenger Transport Act 2000 and Passenger Transport 
Decree 2000 in all cases.   
 
Processing personal data to carry out a policing role is covered by the Police Data Act. Special 
Investigating Officers (BOAs) employed by HTM must in the relevant cases comply with the legal 
obligations of that act and support the police in their detection role. This could for instance involve using 
the data we gather to let them detect criminal acts, enforce public order or provide emergency assistance. 
This can necessitate personal data (such as your contact details or camera images) being processed by 
us.  
If you travel without a valid ticket or if you fail in some other way to comply with the applicable terms and 
conditions of transport, our BOAs may process your personal data to draw up the penalty notice and 
impose a fine on you. The personal data that the BOAs process to do so is covered by the Police Data Act.  
 
How we process personal data  
Personal data is processed for various reasons that are listed below. Personal data is not automatically 
used for all these purposes at the same time. 
Purposes:  
• Implementing an agreement: for example buying and using an annual season ticket.  
• Information and service: including applications for photography, film and sponsor requests, travel 

information (such as e-mails about engineering work, changes to the timetable, diversions and 
disruptions), handling questions, requests and complaints, lost and found property, and requests for 
refunds when using the public transport smartcard.  

• Improving the offering: processing data that cannot be traced to an individual, for example for market 
research, management information, analysis, general strategy information, product development and 
service improvements, and marketing campaigns.  

• Combating fraud: including investigations into the wrongful use of the public transport smartcard with 
an HTM season ticket or product on it, or the ‘Refunds for Delays’ scheme.  

• Personal safety: to make sure our trams and buses and tram and bus stops are safe, for example by 
investigation when people use violence.  

• Financial administration: debtor management (for example calculating or collecting payments or 
crediting invoices for season tickets or other travel products and keeping in contact with debtors) and 
revenue administration.  

• Historical and statistical purposes: including numbers of people checking in and out of trams and 
buses.  

• Keeping to the applicable legislation and regulations, including the Passenger Transport Act of 2000 
and tax laws and rules.  
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HTM processes personal data on the grounds listed below, which are specified in the General Data 
Protection Regulation.  
• With permission from the person;  
• For carrying out the agreement;  
• For justified business reasons.  
 
How long do we keep personal data for?  
HTM uses various retention periods, all of which are in accordance with the General Data Protection 
Regulation. The retention periods that apply are shown in the overviews below for the public transport 
smartcard, the website and apps, and camera surveillance.  
Applications to take photographs or filming and sponsorship requests with personal data are deleted after 
the request has been dealt with.  

Personal data is kept secure  
HTM has taken measures to protect personal data from loss or unlawful processing. Those measures 
range from physical measures such as a burglar alarm and access control to various organisational and 
technical security measures. HTM staff do not as a rule have access to personal data. Nor do third parties. 
Only authorised members of staff may access your data and they may only do so when needed in order to 
carry out their activities; this is all based on a predefined authorisations policy.  
 
Passing data on to third parties 
HTM is required by law and by certain regulations to cooperate with investigative bodies such as the 
police, the tax authority and the Fiscal Intelligence and Investigation Service (‘FIOD’ in Dutch). In such 
cases, HTM carefully examines the authorisation that the investigative body in question has. We still keep 
to the requirements set by the General Data Protection Regulation, of course, even when fulfilling this legal 
obligation.  
HTM may of its own accord also pass personal data on to the police or the justice department in order to 
protect its own rights and property.  
It is moreover possible that the data may be used as supporting evidence in legal proceedings or 
procedures heard before the Public Transport Disputes Committee. HTM does not pass on any more data 
than is strictly necessary to third parties.  
 
To make sure that the public transport smartcard (OV-Chipkaart) works properly nationwide, that 
transactions with the public transport smartcard (e.g. for travel) can be handled and for the financial 
settlement of revenues between the public transport companies, HTM shares the details of your products 
and transactions with Translink Systems B.V. (hereinafter referred to as “Translink”).  You can find more 
information about this on www.ov-chipkaart.nl. 
Additionally, HTM uses other parties for implementing services. These are processors who may process 
personal data on instructions from HTM and for the benefit of HTM. HTM makes specific agreements with 
these processors about how personal data is to be processed, for instance about security and data 
retention, confidentiality and the fact that data may only be used for the specific tasks assigned by HTM. 
This could for instance cover payment service providers, debt collection agencies, cloud and hosting 
companies, IT service providers and so forth.  
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Your privacy rights 
Everyone has the right to inspect their personal data that is processed by HTM. If you request this, HTM 
will provide an overview in writing of the personal data that HTM has. If you are younger than 16, a parent 
or guardian must make the request.  
A request can be made by e-mail (gegevensbescherming@htm.nl) sent with a copy of an ID document (you 
can cover up the citizen service number and passport photo) and a copy of the public transport smartcard 
(cover up the passport photo).  You can also make your request using this form. 
HTM will reply to the request within a reasonable time, even if HTM cannot fulfil the request. The e-mail 
address above can also be used for other questions about privacy.  
If the personal details are incorrect or incomplete, please use the form above for that too.  
If you create a personal account in HTM’s webshop, you can specify yourself what information you want to 
receive and what not.  

Travel data can be seen via ‘Mijn OV-chip’ at www.ov-chipkaart.nl. See also the text about the public 
transport smartcard later on in this document.  
If you think HTM has not acted correctly in regard to your rights, you can make a complaint to the Dutch 
Data Protection Authority: klacht-melden-bij-de-ap  
 
----------------------------------------------------------------------------------------  

Privacy and the public transport smartcard  
 
There are two different types of public transport smartcard (“OV-chipkaart”): the personal card and the 
anonymous card. Additionally, there are also single-use public transport smartcards that are valid for a 
limited period or for a specific journey. This single-use public transport smartcard can also be used 
anonymously.  
A personal public transport smartcard is a card with the person’s name and a passport-style photo (newer 
cards do not have a visible photo but the inspector still sees the photo in their hand-held device when 
checking the tickets). The personal public transport smartcard is used for personalised products such as 
an HTM annual season ticket or age-related discounts.  
The company that issues the cards, TransLink Systems BV, has data about the people using a personal 
public transport smartcard (hereinafter referred to as “Translink”). Translink processes the personal data of 
public transport smartcards and the transactions involved.  For more information about Translink’s privacy 
policy, please go to the website https://www.ov-chipkaart.nl/privacy.htm. HTM is not responsible for 
Translink’s privacy policy. HTM, the other carriers and Translink jointly have the role of controller for the 
processing of personal data for the core processes within the public transport smartcard system. We have 
signed a collaborative agreement to that effect in which the subdivision of roles, the responsibilities and 
agreements relating to these core processes are defined. The data that is required to be processed for an 
effectively and efficiently functioning public transport smartcard system has been defined for each core 
process, along with details of who needs that data.  
 
HTM may use your card identification in the event of a suspected non-payment / prevention of fraud / a 
suspicion and / or proven fraud. Providing your card identification means that Trans Link Systems (TLS) 
provides us with the internal card number (chip ID) that corresponds to the number printed on your card 
(engraved ID). TLS does not provide your name, address, residence details or other data that TLS 
processes about you. We have a legitimate interest in this as a public transport company. 
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HTM’s administrative system for season tickets is not connected to Translink’s system for journey data.  
Data such as the name and address on personal public transport smartcards with an HTM season ticket is 
processed in HTM’s administrative system for season tickets. The transaction data (such as data about 
check-ins and check-outs, locations and the card ID) is processed in the public transport smartcard 
system. HTM’s season ticket administrative system is not connected to the public transport smartcard 
system. HTM can only inspect the data in the public transport smartcard system when you specifically ask 
them to or in the case of actual or suspected fraud with a public transport smartcard. Even in such cases, 
only authorised staff can do this.  
This information can be examined using an online portal. Access to that portal is made possible by 
Translink, who are jointly responsible for it along with the carriers. The travel details of your journeys by 
other carriers cannot be examined by HTM without your permission.  
 
How long do we keep personal data for?  
We distinguish between transaction data and data that we use for our season ticket administration.  
 
Transaction data (data that is produced when you use the public transport smartcard)  
Personal data relating to transaction data is never kept for longer than 18 months.  
 
Season ticket administration  
Personal data (such as contact details) that is necessary for providing season tickets is processed in the 
season ticket administrative system. The retention period for this data is 7 years, in accordance with the 
State Taxes Act.  
 
----------------------------------------------------------------------------------------  
 

Privacy and the HTM website and apps  
Data about the use of the website (htm.nl) and the apps (HTM, HTM TicketApp and HTM Fiets) and the 
feedback we get from our visitors helps us to further develop and improve our website and apps.  

Clicking behaviour  
General statistics are kept about how our website is used.  The reason for this is to be able to see how 
many visitors look at the HTM website, how much time they spend on the website, which pages get the 
most views, what information gets downloaded most and so on. This lets us optimise the website setup so 
that we can further improve the service we provide through the website, for example by giving our 
customers more relevant information.  
Personal data is never recorded via the Internet except in cases where the person explicitly ask for it or 
consents to it, for example when requesting information. 

Use of cookies  
Visitor data is recorded on the website in order to measure interest in the various parts of the website. This 
lets HTM change the website to suit visitors’ interests and experience and to make the website easier to 
access and use. To do this, HTM uses temporary cookies. Cookies are small files that are stored on your 
computer’s hard drive. The cookies do not contain any personal data. Cookies can be switched off in 
every web browser (Chrome, Internet Explorer, Safari and/or Firefox). If you do that, you can still see all of 
our website but the functionality may be less. 
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Google Analytics 
We use the Google Analytics pixel but the information measured there is made completely anonymous. 
The IP address is made anonymous by default and the information is not shared with any third parties, 
including Google. We do not create profiles based on user behaviour for marketing purposes, nor do we 
keep data across different devices. The cookie that is installed is deleted when the session ends.  
 
Social media (Facebook and Twitter) 
The website includes buttons to promote certain web pages (“like”) or share them (“tweet”) on social 
networks such as Facebook and Twitter. These buttons use code from Facebook and Twitter themselves. 
This code places the cookies. HTM has no influence over this. To find out how these companies process 
personal data through these cookies, read the privacy statements of Facebook and Twitter (these 
statements can change regularly). 
 
Technical security  
HTM uses security technology for maximum protection of personal data from unauthorised access or use. 
The security satisfies the requirements set by the GDPR.  
 
Privacy and third parties  
The website has links to the websites of other organisations such as ov-chipkaart.nl and Survio. HTM is 
not accountable for how these organisations handle personal data.  
 
Contact and questions 
Our customer service department deals with questions about cookie permissions or changes to data. We 
will make sure that the data is changed within one month.  
 
HTM webshop 
The HTM webshop records personal data if the user has given permission. This is data such as contact 
details, date of birth (for certain travel products), payment details, debtor details, travel product details and 
the details of your public transport smartcard. Users can also find an overview of their travel products and 
public transport smartcards in this part of our website if they want and if they have filled in that 
information. 
 
HTM apps  
HTM offers some of its services through apps. To make sure the app works properly, HTM may ask for 
permission to access and process certain personal data when the app is installed. Collecting and 
processing this data through apps is also covered by this privacy statement.  
 
Wi-Fi at the stops  
You can use HTM Wi-Fi at some stops. HTM can see the IP or MAC address and the transmitter mast that 
you are connected to. If you use Wi-Fi at a stop, VodafoneZiggo will have data about you. For more 
information about VodafoneZiggo’s privacy policy, please go to the website 
https://www.vodafoneziggo.nl/136/privacy. HTM is not responsible for VodafoneZiggo’s privacy policy.  
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How long do we keep your data for?  
You can change and delete your account in the webshop and in the apps. The account is not deleted 
automatically.  
 
----------------------------------------------------------------------------------------  
 

Privacy and camera monitoring  
 
One measure that HTM uses to improve safety for our passengers is monitoring, for example using 
cameras. This is an important aid when investigating and prosecuting criminal acts or wrongful acts. This 
camera supervision serves not only to protect your safety but also to protect our property and our staff. 
Additionally, the camera images may also be used for investigating and reconstructing accidents. Pictures 
on stickers show you where camera monitoring is used.  
 
Camera monitoring in trams and buses and at the stops  
There are cameras in all HTM trams and buses. The aim of camera monitoring in trams and buses is to 
improve personal safety for our staff and passengers and to protect HTM’s property. The aim of camera 
monitoring at the stops is to improve personal safety there and to prevent antisocial or unsafe behaviour 
by passengers.  
We use the recordings (images and sound) when investigating and prosecuting people who have 
committed a criminal offence or wrongful act. The recording may also be used if a criminal offence or 
wrongful act resulted in injury, damage or losses, and for training the staff involved.  
The live camera images are viewed by specially authorised staff who have an obligation to maintain 
secrecy. They view these images in a room that other staff cannot enter.  
 
What we do if there is an incident (or if one might have happened)  
If there has been an incident that might require further action (such as a report to the police), we 
immediately note down the time. We will then view and listen to the recordings as soon as we can from 
around the time that was noted. If HTM decides to report the incident to the police, HTM will give the 
police the recording if it could be used as supporting evidence. The recording may be made available to an 
investigative body at its request, within what is legally permitted.  
 
How long do we keep the data?  
If there were no incidents, we keep recordings from trams and buses for a maximum of 24 hours.  
We keep camera images from stops for a maximum of 72 hours if there were no incidents.  
We keep camera images of the stops at the Central Station and Hollands Spoor station for 28 days.  
 
----------------------------------------------------------------------------------------  
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Handling privacy-related information  
 
HTM and the other public transport companies want to make public transport as efficient and 
effective as possible. That is why the public transport companies need information about passengers’ 
journey patterns. That information is also important to other organisations, such as the public 
authorities that are responsible for public transport (and transport in general) and want to improve 
services for passengers.  
 
We use statistical research to get that information. HTM and the other public transport companies 
(jointly referred to here as “we” and “us”) have decided jointly which personal data can be used to get 
that information and how that personal data can be used. We call this the ‘information handling’. 
These agreements are documented in a Collaboration Agreement between the various public 
transport companies.  
 
Under the privacy legislation, we are also allowed to use transaction data for statistical research on 
the grounds we summarised in our Privacy Statement.  
 
What personal data do we use?  
We have decided that only the so-called ‘transaction data’ can be used for statistical research into 
passengers’ journey patterns, but not customer data such as the name and date of birth.  
Transaction data is produced when a public transport smartcard is used to check in or out and the 
card ID is read. This data is used to process journey transactions. This is done by Translink. You can 
find your transaction data in the transaction overview for the public transport smartcard.  
Under the privacy legislation, we are also allowed to use transaction data for statistical research on 
the grounds we listed earlier in this Privacy Statement.  
We store the transaction data for statistical research in a separate database at Translink. Before we 
store that data, we pseudonymise the data, which means that the identifying information in the data 
is encrypted. The result is that  
it is impossible to trace the data to a particular person without additional information. After the data 
has been pseudonymised, we have research files made (with Translink managing this process). These 
files contain a set of statistical data. Translink, or other companies specialising in this area, can use 
these research files of aggregated statistical data to derive information. The research files and 
information products do not contain any personal data.  
 
Central contact point  
Translink has set up a central contact point where you can ask questions about how the data is 
processed to create the research files and information products. You can also ask for your 
transaction data to not be used in statistical research into journey patterns. 
 
In the e-mail, give your card number and say that you are objecting to transaction data linked to the 
specified card being used for statistical purposes.  Send the e-mail to Translink: privacy@ov-
chipkaart.nl 
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Who do we share data with?  
The data is processed for us by Translink. We have made agreements about this with Translink in a 
processing agreement, for example about security and keeping the data separate.  
Translink uses another organisation to pseudonymise the transaction data. Pseudonymisation makes 
it harder to link data to particular people. Translink then creates statistical research files with the 
collected data. The contents of these files cannot be traced to individual people.  
Translink or other specialist companies can then use the research files to make information products. 
For example, they can show trends in passenger flows that can then be used to determine where 
new public transport routes are needed. We may pass these information products on to public 
authorities or third parties that are involved in public transport (or transport in general) and improving 
services to passengers.  
 
The information products do not contain any personal data and will only be made available:  
1. To carriers and governmental authorities, for implementing the agreement with the 

passenger; 
2. To scientific study, where there is a legitimate interest for doing so; 
3. To knowledge institutions, where there is a legitimate interest for doing so. 
4. To parties with commercial objectives, where there is a legitimate interest for doing so. 
5. Publicly, where there is a legitimate interest for doing so. 
  
 
We do not provide your personal data for that purpose to individuals or legal entities outside the 
European Economic Area.  
 
How long do we keep the data?  
We keep the original transaction data and the pseudonymised transaction data for a maximum of 18 
months after the journey in question. 

Changes HTM reserves the right to change this text if necessary. The changes will always be in line with 
the GDPR.  
 
HTM Personenvervoer NV  
Koningin Julianaplein 10 
2595 AA The Hague (NL) 
Listed in the Commercial Register of the Chamber of Commerce under number 27014495 
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